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Predicting the Future

AThe security environment is evolving in one directjtimings
are getting worse, not better.

AState resources are not likely to keep up with the
proliferation of data both in volume and in new formats.

AMore government functions and services will be ddtaven.




Cyber crime and data breach

Data Breaches Happening at Record Pace DonemmD
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The number of data breaches in the U.S. jumped 29 percent in the first half of this year, hitting a record high of i | NSTITUTE

791, according to a new report from the Identity Theft Resource Center and CyberScout, the data risk

management company. T( ESt I m ateS

“Frankly, | was surprised at how significantly the number of breaches has grown,” said Eva Velasquez, I[TRC's 1 2 8
president and CEO. “We knew this was a trend, we knew that the thieves would continue to find this lucrative, M - I I — A -
but the sheer volume of growth has been really surprising.” I Ion merlca ns
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With very few consumer remedies

ANotice of Breach

ACredit Monitoring

ACredit Freeze

AWait for a class action suit



How did we get here?

AOur analog data became digital: 192017
AThe Internet loves data.
AData profiling and data brokers.

ANo consistent security standards, either within
borders or outside borders.

Alt pays to be a hacker . . .



Scope of data profiling: "

1.9 billion

1.2 billion

600 million

2 billion
1+ billion
1+ billion

1 billion

Large Online Platforms

Facebook users

Whatsapp users
Instagram users
Android users
Gmail users
YouTube users
i0S users

Credit Reporting Agencies

has profiles on
Google has profiles on
Apple has profiles on
Experian has credit data on

marketing data on

Linsights” on
Equifax has data on
TransUnion has data on

Acxiom has data on
it manages
Oracle has data on
provides access to

918 million people
700 million people
2.3 billion people
820 million people
1billion devices
1 billion people
Consumer Data Brokers
700 million people
1billion cookies and mobile devices
3.7 billion consumer profiles for clients
1billion mobile users
1.9 billion website visitors
5 billion “unique” consumer IDs



The actual number Socioeconomic status

a of purchases made
with a Visa credit Economic stability
45 years of historical card in the last 24
data on name changes months One of nearly 200 "ethnic codes”

and residential history
Assimilation score

Age Catholic

Gender Religion < Jewish

Education ~ Muslim

Employment
Arthritis
()) Political views Health Cardiac health

Relationship status interests Do
Disabled

Number of children
Alcohol & tobacco interests

SRRt Casino gaming & lottery interests
Activities
Media usage « Is a heavy Facebook user
likelihood : .
< is a social influencer
Loans that = <A
e SOMeone: is socially influenced
Networth < has no formal banking
Vehicles owned relationships
Properties owned 4 has no major
medical iInsurance
Details about banking likelihood someone in a .
and insurance policies person’s household is: Oetauls about someone’s home,
including the number of bedrooms

Range of new

i multi-famil
credit granted planningto  planningto  filingtaxes Type of home - : 4
have ababy adopta child InApril mobile home
v v v prison
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Acxiom provides of up 3,000 attributes and scores

on 700 million people in the US, Europe, and other regions.




HOW COMPANIES

- 4 Corporate cqnsumer identifiers, Many other kinds of temporary
IDENT'FY PEOPLE B globally unique and ideal for identifiers are used to track people
y linking all kinds of profile data across websites, platforms and devices:
tolink profile information =
fromvarious sources . R s E
| f?ﬂln"ﬂ:l i
cookielDs N 27 buce
DEVICE ID Fingerprints

Email addresses and phone / \

numbers are among the ﬂ Pa——
most important identifiers oAl
used to recognize people. EMAIL pockisdidy |
They are often converted ADDRESS Browser
into pseudonyms such as IP Addresses Fingerprints
“e907c95ef289bxw2345",

which can still serve as
personal ID numbers.

People can also be (re)identified
through calculating digital
fingerprints from behavioral data:

@ Websites
== visited
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| Postal addresses have
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long been used as ADDRESS
key nodes for linking Places. S 1:":5
consumer data. visited

Identifiers related
to user accounts
on the large
platforms play an
essential role.
Many other user IDs and
customer numbers are also

FACEBOOK
D

NAME
GENDER
BIRTHDATE
ZIP

Companies often promise
to remove names from the
collected data,

However, names are bad Identifiers
anyway, at least without further Info,

SOCIAL
SECURITY
NUMBER

\_/

CREDIT CARD
NUMBER

relevant



Government collection of data

AFederal, State & Local



